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Practical Examples and Future Needs
for Computer Assisted Exercises
at the Operational Level of Military Decision Making

D. Coppieters
NC3A The Hague ORFS Division
P.O. Box 174
2501 CD The Hague
The Netherlands

Summary

Computer assisted exercises have developed over the last ten years into the most cost-effective method to
perform collective headquarters training in NATO. Considerable advance has been made to support the con-
cept of “train as you fight or operate” by achieving close integration between simulation environments and
command and control information systems. Key factors for the success of CAXes are the selected simulation,
the level of training and competence of exercise planners and support personnel and the ability to mediate
effectively between simulation and CCIS used by the exercising headquarters. For operational level exer-
cises, the Joint Theater Level Simulation was selected as the preferred exercise driver. Effective methods for
exercise planner training and simulation data base development have been developed combining clearly
defined organisational concepts and tools. The methods of training have been refined but remain manpower
intensive. Exercise management has been addressed more recently and is showing great potential for effec-
tive formalisation and support. Based on current practice and technological investigations, future avenues
that will contribute significantly to this field are simulation composability through interoperability, advanced
distributed learning and highly flexible data collection and analysis.

1 Introduction

The mission of NC3A’s CAX project is to support NATO's Allied Command Europe (ACE) in the specifi-
cation, development, implementation and evolution of a training and exercising organisation. This organisa-
tion will make use of the most advanced methods and tools available to perform its tasks of individual and
collective training and exercising. Hence the emphasis on assistance by automated systems in the prepara-
tion, conduct, observation and analysis of training events.

An evolutionary methodology of systems development is applied which relies heavily on user participation
and experimentation. Methods of organisation and work and supporting tools are developed and tested in a
laboratory environment. Sufficiently successful prototype capabilities are subsequently applied during exer-
cises. This phase of field testing is essential in evaluating capabilities with a broad user set under realistic
performance conditions. The empirical data that can be gathered in this manner, forms the basis for the
acquisition process of capabilities that will meet user requirements and will be able to continue to evolve.

The CAX development within ACE has gone through a process of laboratory development from 1991 to
1994, followed by extensive field testing from 1995 to 1999 and is currently transitioning into the acquisition
of an initial capability through the creation of an ACE training organisation called the ACE Command and
Staff Training Programme (ACSTP). Subsequently the organisational methods and supporting tools will
evolve through short devel opment, test and acquisition cycles.

This document describes the practice of computer assisted exercising that has been developed through the
evolutionary process described above. The critical factors that determine the success of any simulation-

Paper presented at the RTO SAS Lecture Series on “ Smulation of and for Military Decision Making” , held in
Rome, Italy, 15-16 October 2001; Stockholm, Sweden, 18-19 Octaober 2001; Virginia, USA, 23-25 October 2001,
The Hague, The Netherlands, 10-11 December 2002, and published in RTO-EN-017.



Form Approved

Report Documentation Page OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number.

1. REPORT DATE 2. REPORT TYPE 3. DATES COVERED
01 JUN 2003 N/A -
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER

Practical Examples and Future Needsfor Computer Assisted Exer cises at
the Operational Level of Military Decision Making

5b. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION
NC3A The Hague ORFS Division P.O. Box 174 2501 CD The Hague The | REPORT NUMBER
Netherlands

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’'S ACRONY M(S)

11. SPONSOR/MONITOR'S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT
Approved for public release, distribution unlimited

13. SUPPLEMENTARY NOTES
See also ADM001513. RTO-EN-017, The original document contains color images.

14. ABSTRACT

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17.LIMITATION OF | 18 NUMBER | 19a NAME OF
ABSTRACT OF PAGES RESPONSIBLE PERSON
a. REPORT b. ABSTRACT c. THISPAGE UU 61
unclassified unclassified unclassified

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18



6-2

driven exercising capability are introduced. The rationale for selecting the current model of choice for ACE
and the associated management approach are discussed. Considerable effort has been expended on defining
and refining an effective exercise preparation methodology and supporting tools. Current practice is dis-
cussed. In addition to simulation models, effective mediation with C2 systems employed by staffs during
exercises is essential in achieving an environment that enables “to train as you fight”. Proven methods and
approaches will be highlighted. Finally, some major technological areas that can contribute to the evolution
of a cost-effective CAX capability for ACE and NATO will be discussed briefly.

2 Overview and CAX critical successfactors

In planning a CAX, it is critical to identify and describe the training audience in terms of their objectives. A
clear definition of objectives in a co-ordinated manner among and within headquarters is essential in devel-
oping the expectation of the nature and of the results of the exercise. NC3A’'s CAX experts participate
directly in the planning process of computer assisted exercises to ensure that achievable objectives are set
and to inform exercise planners, participants and command groups of the capabilities and limitations of
automated exercise support tools. This aspect of the planning process grows in importance with the number
of headquartersinvolved in the exercise.

Having decided upon achievable objectives, the design of an effective information systems architecture that
combines the simulation environment and the headquarters operating environment into a representative in-
formation management environment is critical. Locations, from which the training audience will be operating
and the tools and systems that they intend to employ to communicate with their commanding and subordi-
nate echelons, need to be considered. This aspect will have a direct influence on the nature of the communi-
cations systems that are used to enable data flow. The various options for the location of response cells to the
lowest decision level of the training audience and the ability to provide automated interfaces from the CAX
environment can be derived from this decision. Overall location decisions constitute an important cost driver
for exercises and are therefore a critical aspect of the CAX planning process.

During a CAX, the real world is replaced by a simulated world. The simulated world' s state, content and be-
haviour are defined by a combination of data and logic. The data is contained in the databases that form the
input for the simulation(s) that contain the logic. Therefore it is necessary to ensure a direct involvement
with:

(1) thedevelopment path and the developers of the simulation model(s) that are used for CAXes
(2) thedefinition of the datathat is entered into the simulations.

Indeed, the data describing the simulated world needs to be a sufficient reflection of that part of the real
world that is simulated to meet the exercise objectives. Since the objectives vary from exercise to exercise,
this is an on-going task. In order to ensure formal participation by al parties involved in the process and
alocation of sufficient effort, NC3A has introduced the concept of a CAX data base management team. The
team combines representatives from the participating headquarters, simulation database experts and others
who can contribute relevant knowledge e.g. geo officers, weapon system specialists etc. Each participating
headquarters formally appoints a member of this team. They are trained by the CAX experts in the datare-
guirements and the logic that the simulation applies to the data. The headquarters members tend to become
CAX environment experts and need to become a part of the CAX management cell during the conduct of the
exercise.

From an information systems architecture point of view, it must also be noted that data base building isin-
herently a distributed activity. The necessary means in terms of communication systems, data construction
and review tools and data validation tools need to be available to support this way of working.

The simulation model or federation of models that supports a CAX consumes the data that has been built and
can portray certain behaviours over time. It is a reduction of the real world and therefore will have limita-
tions. On the other hand, automated simulations are very powerful in showing the impact of the environment,
of limited perception of truth and of logistic constraints on the ability of units and entities to perform their
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missions. Thisis especialy true when the environment is complex, the number of entities represented is large
and their nature is diverse. If provided with good data, automated simulations can provide a consistent be-
haviour of entities and environment over time that cannot be achieved through other means.

Response cells congtitute another critical element in a CAX. One or multiple response cells will communi-
cate with a headquarters staff. Therefore a response cell must be viewed as a set of people and systems that
communicate with the training audience as well as with the simulation environment. They must be able to
provide relevant information to the training staffs and interpret their decisions in a realistic manner. There-
fore they need to combine military and simulation knowledge. As a cell, they represent al the subordinate
echelons below the training audience. Since the simulation environment may not be representing entities at a
level of resolution that corresponds to the level directly below the training audience, a response cell must be
able to develop plans and aggregate information over multiple echelons.

A response cell acting as a subordinate or another agency that exchanges information with the training audi-
ence may also introduce scripted events i.e. not simulated, in the sequence of simulated events when the cir-
cumstances are appropriate to meet specific training objectives. Ensuring a logical flow of events and a cor-
rect synchronisation is crucial when mixing scripted and simulated events. In view of the growing impor-
tance and reliance on automated CCIS interfaces, a function of response cells is increasingly being fulfilled
by automated interfaces. These tools will generate data in aform that can be processed by the command and
control systems used by the training audience and consume suitably formalized tasking from exercising staff.

Effective tools of the exercise directing staff are constituted by the cells representing the opposing and other
forces that play an active role in the simulation database. These cells are tasked by the directing staff to
achieve certain objectives. In order to increase exercise cost-effectiveness, professiona cells employing
powerful order entry tools are used to perform these functions. Another possibility is to oppose headquarters
to each other. In this case, the structure of headquarters and response cell is mirrored. Small-scale exercises
of this nature have been executed successfully.

Finally, the core planning team of the exercise must understand the above factors to perform its planning
task. The team will also act as the main directing staff during the execution of the exercise. Therefore it is
essential that this team receive sufficient knowledge about each of the exercise components. During the exer-
cise, they must be capable of performing the following tasks:

(1) assessing the state of the exercise with respect to the achievement of exercise objectives

(2) determining effective measures to steer the exercise in the required direction e.g. by introducing
external constraints like unexpected weather conditions

(3 understanding the factors that have contributed to the current state of the exercise.

These tasks require a lot of detailed information to be gathered and aggregated and a deep understanding of
all CAX elements. Therefore CAX experts on each of the elements are assembled in a CAX management
team during the exercise and are co-located with the main directing staff element. In view of the regular turn-
over of personnel, the knowledge transfer function to ensure that exercise planners are suitably trained to
perform their function is essential.

It is also essential to consider the operational constraints that will influence the manner in which the CAX
capability will operate. Affordable manning levels, funding for preparation and execution should be scoped
prior to the selection of an exercise environment. Particularly the augmentation levels required for exercise
execution can be prohibitive. Experience in NATO has also shown that professional support for response
cells and communications assets to support distributed exercisesin arobust manner are major cost drivers.

From an infrastructure point of view, the ability and need to achieve networking with C2 systems needs to be
established. The ability to re-use existing communications infrastructure and support personnel is advisable.
An approach concerning the provision of exercise-related expertise has to be selected. Indeed given the com-
plexity of current exercise environments, the investment in acquiring subject-matter expertise is non-negligi-
ble. When selected, the personnel should be maintained in their role for a length of time that allows their
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knowledge to be applied sufficiently frequently and to be passed on when personnel transitions to other
functions. In view of the regular rotations of functions in military organisations, this last aspect requires a
well defined human resource management approach.

3 The CAX Model of Choice for Operational Level of Military Decision
Making and evolutionary approaches

NC3A supports ACE in the selection of suitable simulation environments for its various and evolving exer-
cising requirements. NC3A is also actively involved in guiding the evolution of these environments by cap-
turing changing regquirements, expanding current capabilities and fostering national or multi-national efforts.
In this context, NC3A’'s CAX project manages changes to the Joint Theater Level Simulation (JTLS) and
directs pathfinder activitiesin the area of multi-national simulation interoperability for exercises.

Complex simulation models contain a wide representation of entities and logical rules that describe the
characteristics of real world objects and their behaviours. Hence designing the appropriate data to feed
simulations and developing cost-effective modes of utilisation that meet organisational constraints, require
an investment in time and the commitment of personnel resources to acquire the necessary expertise. Re-
using a simulation environment for multiple exercises will increase the return on this investment. Therefore
SHAPE decided to select a simulation environment for its operational-level exercises and to develop a small
knowledge base to manage and maintain itsinvestment at NC3A.

The principal factors that led to the selection of the JTLS model were:

(1) Itsability to smulate joint and combined operations including logistics and intelligence aspects
at alevel of detail commensurate with the intended training audience. The level of detall
required by the various training audiences in NATO was identified using the level of detail of
information required by the lowest levels of exercising staffs.

(2) Theunclassified nature of its algorithms enables its application for exercises at various levels of
classificationin aNATO and PfP context.

(3) Thelack of embedded datain the simulation code that enables multi-national systems and
capabilities to be defined and configured by the model operators rather than by its developers or
configuration managers.

(4) Itsaffordability interms of licensing and operating cost.

(5) The acceptance by the model management organisation of SHAPE as a voting and contributing
member in the development of the simulation.

As a member of the JTLS configuration control board, SHAPE participates in the yearly prioritisation of
trends for modification and enhancements to the model. NC3A, asitstechnical agent, co-ordinates the inputs
of suggested modifications throughout ACE commands and introduces them in the formal configuration
controlled change process of the model. Specific modifications that are of high importance to SHAPE and
cannot be funded by the configuration control authority are funded separately. Their implementation is
managed by NC3A in close co-ordination with the configuration control authority.

In addition to the management of the JTLS model, SHAPE has fostered the co-operation between NATO
nations in the CAX area by establishing an advisory multi-national working group. This group has enabled
SHAPE to remain fully informed of national developments and has enabled new operational requirements to
be presented and discussed. These interactions have resulted in the experimentation with multi-national fed-
erations of simulations based on various simulation interoperability protocols. The collaborative work has
contributed to the development of a NATO-wide modelling and simulation (M&S) master plan and the
establishment of a NATO M&S group. A sub-group has been initiated that addresses CAX matters specifi-
cally. This group, the NATO simulation advisory task group on CAX, has subsumed the work of SHAPE's
multi-national working group and is chaired by NC3A. Simulation interoperability is currently perceived as
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the most cost-effective method of enhancing exercising environments. Particularly, combining proven exer-
cise simulations to meet emerging exercise requirements allows user confidence to be maintained and re-
duces technical as well as exercise operational risk. However it must be recognised that this approach will
reguire greater emphasis and resources for interoperability protocol management and evolution as well as for
federation compliance testing. It also needs to be understood that interoperability in a multi-national context
requires a sustained and substantial commitment by the participating nations and institutions.

4 CAX Preparation Methodology and Tools

Asdiscussed in sections 2 and 3, the data that is utilised by the exercise environment is critical to the success
of an exercise. It represents a considerable investment in time and effort on the part of the CAX data
management team and of the nations and headquarters that have contributed to its population, verification
and validation. Hence a formalised process is required to maintain the quality of the CAX data and tools are
required to support its phases. Paragraph 4.1 describes a process that has been refined in recent years.

Equally paramount in the development a CAX is to ensure that headquarters can use their real world com-
mand and control systems. This requirement imposes constraints on CAX databases. It also implies the co-
operation between diverse organisations managing exercise environment and day-to-day operationa envi-
ronments. Paragraph 4.2 describes an approach that has been applied successfully in ACE and that enabled
complex and sometimes conflicting issues to be resolved in atimely manner.

Finally, the success of an exercise is highly dependent on the level of proficiency of its response cells in per-
forming their part as role players, tasking and information management teams and simulation operators.
Paragraph 4.3 addresses some of the issues related to response cell training and some of the approaches that
have been pursued with varying levels of success.

4.1 Databasepreparation

As discussed in section 3, the JTLS model does not contain data. Hence the population, maintenance and
evolution of JTLS databases need to be a sustained activity. As forces re-organise and system capabilities
develop, new entities need to be included in exercise settings and suitable system characteristic representa-
tion in the simulation database needs to be ensured. The task of data management is likely to become even
more critical as simulation interoperability startsto deliver effective federations of simulations.

User ownership of data and the explicit need to invest time and effort in verifying and validating the quality
of data used for exercises are at the centre of the organisational approach that has been developed by NC3A
for ACE. Indeed the diverse nature of NATO forces, systems and tactical employment concepts, requires the
involvement of experts of each nation in various military fields. As these activities require expertsto allocate
time to perform data collection and verification tasks and to travel to participate in validation efforts, it is
necessary for authorities to recognise the need for the investment and to prioritise associated time and funds.

For each exercise, a CAX data base management team (DMT) is formally constituted prior to the initia
planning conference. The typical composition of aDMT islisted below:

(1) A DMT co-ordinator provided by the headquarters that has the lead in planning the exercise.
The role of the co-ordinator is:

(@ toensurethe participation of all data providers in the data base building process by calling
the various meetings and verifying agreed attendance;

(b) tomaintain an overview of the contents of the database and ensure that the conditions are
being created that will support the achievement of stated exercise objectives. Of particular
importance are the force ratios that are established, the capabilities of selected systems and
the existence or lack thereof of specific high interest capabilities e.g. theatre ballistic
missiles.
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)

©)

(4)

)
(6)

(7)

(c) toverify the joint aspects of the data basei.e. the complete force compositions and the
respective strengths and weaknesses of services and sides which will lead to the need to
co-operate during the execution of the mission;

(d) to co-ordinate the representation of non-military entities.

For the selection of all air assets for al participating sidesin an exercise, the responsibility is
attributed to a representative of the air component command that is usually part of the
exercising headquarters.

A maritime and marine forces representative usually provided by the participating maritime
component headquartersis responsible for the selection of all related assets including maritime
air assets and ground-based sensors.

A geographic data co-ordinator responsible for collecting the data that is hecessary to develop
the terrain data base

A target co-ordinator responsible for all fixed targets represented in the exercise database.

A representative of each major military formation that is represented in the database and that
will be providing aresponse cell during the exercise. In-depth involvement of the formationsin
the database building process ensures that the capabilities of forces are suitably represented and
validated. This approach prevents many problems that have been encountered in the past when
the level of involvement was very limited and response cell personnel identified data
inconsistenciesin the final pre-exercise preparation phase. The formation representatives will
call on support from specific subject matter experts and will assemble a validation team that
participates in the validation phase.

As most exercises are set in afictitious context, a country-book representative is appointed to be
part of the data base management team. The role of this representative is to ensure consistency
between country book descriptions and data base contents. Active participation by the
representative is particularly important in the early and final phases of the database building
process.

Concerning the unit database building aspect, a side-orientated organisation of the database management
team has been abandoned because it led to imbalances in side strengths and capabilities, which were incom-
patible with exercise objectives.

The establishment of a permanent data base management has been suggested to reduce exercise-specific data
base building activities. ACE’s northern region is investigating the possibility to form such a group. The
provision of exercise independent funding for this task may be a challenging issue and may need to be ad-
dressed from amore structural perspective. Indeed the establishment of an exercise data management organi-
sation within the headquarters structure may be required to ensure sustained personnel and information
systems support.

Over thelast five years a process has been developed that consists of five distinct phases:

(1)

)

©)

An entity design phase, which covers approximately four to six weeks and starts approximately
9 to 12 months before the intended execution date of the exercise. Typically this phase will start
after aninitial planning conference has taken place.

2 data collection and verification phases. Each phase lasts for about 4 to 8 weeks. The phases
are consecutive in time and start after the conclusion of the entity design meeting.

adata validation phase, which covers 4 to 6 weeks. It follows the conclusion of the verification
phases.
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(49) aStartex validation phase which covers 1 to 2 weeks and starts approximately 6 weeks prior to
the start of the exercise. Indeed all the important aspects of the exercise need to be well defined
to make this phase effective.

The entity design phase starts with the formal appointment of representatives to the data base management
team. Following some introductory briefings on simulation capabilities, the need is described to make a
number of decisions concerning the modelling of the natural environment and of the entities that will popu-
late the simulated world. Based on the NC3A team’s understanding of the stated exercise objectives, a pro-
posed set of entity designs is compiled and distributed to the DMT members. The phase culminates with a
two-day meeting, whose objectives are:

() To refine the main database building decisions: detailed decision on geographical area and
important features, number of sides, factions within sides, size of force and type of organisation,
level of detail of forces and non-combatants, logistic concepts, C2 systems that will consume
exercise data

(2) Toconduct aninitial review of the forces, target sets, unit types and logistic categories that exist
in the core CAX database and in the archive of specific exercise database. These data sets are
commonly referred to as * shopping lists”.

(3) Torevisit and assign the specific responsibilities of each individual DMT member.

(49) Toreview and amend the data base building time line in order to ensure that it is synchronised
with the participating headquarters operational planning process and to compl ete the processin
time for Startex validation and for response cell operator training. The synchronisation with the
operational planning processis critical to ensure that capabilities that may be identified as
essential to the success of the selected course of action are actually suitably represented in the
simulation’ s database.

(5) Toidentify areas of uncertainty in the definition of the exercise setting. Indeed the exact detail
of exercise requirements may not be fully clarified at this stage of the exercise planning process.
Ensuring that these design questions are identified and resolved early, is essential to achieve a
successful exercise.

(6) To present the tools and data exchange procedure that will be used to exchange data between
data providers and data base builders.

DMT members, representatives of host nations and the NC3A team of simulation and database experts need
to participate in the design meeting. In order to facilitate the decision making process, it is necessary to limit
the attendance of this meeting.

The decisions taken during the entity design meeting are fully documented including their rationale. The re-
sulting document serves as a permanent guideline for data providers during the database building process. It
is also very instrumental during the training of response cells. Indeed learning a simulation’s functionality
allows an operator to interact effectively with a simulation model. However understanding the reasons that
have led to the representation of specific entities and capabilities, enable operators to use them actively to
perform their tasks in away that supports the implementation of the objectives of exercising headquarters.

Following the completion of the entity design document, a scenario database is initialised and distributed to
DMT members for extension during the first data collection phase.

The success of the approach described above is closely related to the development of areference or core data
base and of an exercise data base archive. The core database contains verified and validated sets of units and
system parametric data. The archive enables terrain and target databases to be re-used. Extensive re-use of
data allows the process of database building to be tailored. Particularly the validation phase can be skipped
when new system capabilities are not introduced in the exercise database. However data base preparation
cannot be compressed too much. Several feedback phases of data and the Startex validation phase are essen-
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tial elements in ensuring that exercise requirements and the means to achieve them are understood to a suffi-
cient level of detail and have been configured to achieve an effective exercise.

The data collection and verification phases are organised as a sequence of:
(1) Datacollection by the various DMT members
(2) Provision of collected data to data base building team for consolidation and interpretation

(3) Verification meetings between data base building team and DMT members to evaluate progress
and identify remaining open issues.

The first phase of data collection focuses on ensuring that al relevant entities are identified and built. During
the second phase, the detailed status of entities is emphasised, system characteristics are reviewed in a static
manner. The consistency with country booksis also verified at this stage.

The product of these phases is usually a database that contains all the entities that were agreed during the
entity design phase and that enables the exercising of the outcome of the operational planning process. Ex-
perience has shown that it is advisable to develop a more robust force structure for all sides in an exercise
setting to increase the ability to respond to late requests by operationa planners and to be able to address
emerging exercise aspects.

In order to facilitate the distributed data collection and verification, simple unit force structure creation,
editing and documentation tools have been developed. They support DMT members in selecting and con-
figuring the part of the force structure for which they are responsible. The tools have been designed to enable
the data base builders to consolidate the data base inputs with limited manual intervention at their regular
place of work. This approach is considerably more efficient than a paper or electronic form-based approach
and is more effective because it reduces the error associated with multiple persons manipulating the same
data item. Similar tools have been introduced for building terrain and static targets.

Having completed a static building and review process, the DMT can be assured that the simulated environ-
ment and entities have characteristics that correspond to their real-world equivalents. However the ability of
entities to interact with each other and with the environment and the associated results cannot be verified by
studying the characteristics in a static manner. A dynamic validation is required to address these issues.
During this phase, the combination of simulation and exercise-specific data is subjected to a set of detailed
tests. The validation phase consists of the following steps:

(1) Definition of test plans. A set of detailed tests has been devel oped to address each function that
active entities need to be able undertake. Tests that are relevant in the context of the exercise are
selected and suitably customised for the exercise database. As simulations and entities evolve in
terms of capabilities, additional tests are regularly introduced.

(2) Assembly of test teams. DMT members assemble teams that have the necessary knowledge to
assess the results of the tests. Reference performance datais also collected to support an
objective calibration of the simulation database.

(3 Anoptional step, which has been very successful when we have introduced new capabilities,
has been a pre-user validation session with simulation devel opers and external simulation data
base experts. The ability to step through the eventsin the simulation at the simulation code
level, provides a detailed understanding of the behaviour of all the entitiesthat areinvolved in a
test and allows the identification of the important factors that contribute to the achievement of a
particular outcome. Including external data base experts during these tests enables avery
effective exchange of experience and insightsin the configuration of data to achieve expected
results.

(4)  Conduct of validation tests. Typically these tests are organised by functional area. They are
conducted in a centralised manner bringing together database and subject matter experts.
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Participants need to be trained in operating the simulation environment. Experience has shown
that this requirement is not always met. It introduces delays in the validation process and
increases the burden of analysis by the introduction of a higher frequency of operator error.
Depending on the progress that can be achieved during these sessions of approximately 2to 3
days, it may be necessary to repeat validation tests and to introduce an additional session.
Documenting the test process in an effective manner remains a challenging activity especially
when attempting to capture reference data al so.

The product of the data base validation phase is a database that contains environment and entities that corre-
spond to their real-world equivalents and are able to behave as such in the simulated environment.

In order to improve the quality of data, experiments have been performed with distributed data validation.
Small-scale versions of simulation environments have been provided to headquarters in conjunction with
training and test plans. Varying levels of success have been achieved principally due to the amount of effort
available for local testing and due to the additional system management burden placed on local support
teams. In order to aleviate this latter problem, a port of the JTLS environment to a Windows NT environ-
ment has been started.

Animproved set of test definition, execution and documentation tools are under development.

The final phase of the database building process is the starting situation, or Startex, validation phase. The
DMT members and the principal operational planners are brought together to attempt to predict the flow of
the exercise. Obvioudly in a dynamic interactive simulation, the detailed flow of events cannot be predicted.
However from a macro-level, the starting conditions should set the scene for the probable direction of the
exercise and should enable exercise planners to introduce those elements that contribute to the achievement
of the exercise objectives. This phase consists of the following steps:

(1) Detailed Startex setting. Operational planners are requested to describe the intentions and
expected implementation of their plans and to set the detailed starting conditionsin terms of
force positioning, attrition levels and other starting conditions.

(2) Simulation of exercise flow. The exercise planners and DMT members confront the selected
plans to the intended activities of other entities and particularly of potential adversaries using
the simulation environment with aggregated order sets and at avery accelerated time speed.
Several iterations are usually required to achieve a satisfactory starting situation.

The validation session is usually held at a central location or at the primary headquarters location and covers
a three-day period. It enables a good assessment of the exercise starting conditions and forms the basis for
the CAX management efforts during the execution of the exercise. In order to facilitate the generation of
aggregate order sets, tools have been introduced that allow sequences of orders to be defined and executed
without manual intervention.

The approach and tools described above have been refined over the last five years and have for the last three
years produced consistently well performing data bases in the JTLS environment. Further efficiency im-
provements are possible as well as effectiveness enhancements, however it needs to be pointed out that data
base development is a process that follows and stimulates the exercise design process and as such cannot be
excessively compressed in time.

4.2 CAX-CCISArchitecture

An important operational requirement for headquarters collective training is the ability to employ the opera
tional communications and information systems tools that support the operation of and between headquar-
ters. This ability is often referred as “train as you fight” or “train as you operate”. Fulfilling such a require-
ment implies close co-ordination between exercise and CIS planners. Indeed the CAX and CIS architectures
need to be designed and configured as a seamless environment for the exercise to permit the effective trans-
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fer of datain both directions. The need to meet security regulations must also be addressed and suitable pro-
visions need to be made to ensure confidentiality of exercise and real world data.

In order to manage the joint CAX-CCIS architecture design and implementation process, NC3A has intro-
duced the concept of a CAX-CCIS architecture group. The principal CIS planner for the exercise leads the
group. Representatives of all participant headquarters contribute to the group. In order to ensure the support
of the CCIS support organisations, they are requested to participate actively. NC3A acts for NATO as the
management organisation for the set of tools that mediate between simulation environments and NATO
command and control information systems.

The architecture group has an important configuration management function in the sense that it needs to de-
termine at an early stage of the exercise planning process which versions of information systems will be used
by headquarters and which operational communications networks can be employed to support CAX-specific
and operational exercise data. VVersion management applies to the introduction of new releases of simulation
environments, mediation-ware and C2 applications. The selection of the versions needs to be taken into ac-
count during the database building process. Indeed the exercise database needs to take into account any data-
related constraints that are imposed by C2 applications. Otherwise the applications will not be able to be ini-
tialised with exercise without a considerable amount of conversion effort. The data constraints apply to the
complete range of data sets that are developed for an exercise including terrain, targets, units and system per-
formance characteristics. Close co-operation between data base builders and C2 application designers is the
most effective manner to identify the complete set of data constraints.

During the preparation phase of an exercise, modifications and potential enhancements to mediation modules
are identified. They may be necessary to leverage new simulation capabilities or new C2 application func-
tionality. Enhancements are implemented if the architecture team assesses that there is sufficient effort and
time available to perform the following steps:

(1) Develop adetailed design of the required features. The operational users of the C2 applications
aswell astheir technical support organisation need to work with the NC3A development team
to perform this task. Inevitably priorities will need to be set.

(2) Implement prioritised features

(3) Performtechnical testing of the modified mediation features. These testsinvolve the NC3A
mediation-ware devel opment team and the technical support organisation of the particular C2
application.

(4) Perform operational testing. Using preliminary versions of the exercise database, the technically
tested features are submitted to an operational evaluation. Typically a number of representative
and relevant situations will be executed with the complete simulation, mediation and C2
environment.

(5) Produce and submit modified security accreditation documentation. This step needs to be
scheduled carefully in view of the timelines that are needed by accreditation authorities to study
new features and to grant their approval.

(6) Preparetraining material for response cells and operational C2 application users. Indeed
mediation-ware may require specific rules to be adhered to in order to performits function. This
is particularly the case for mediation ware that interprets plans and transforms them into a set of
simulation orders.

The aspects of mediation that need to be considered are:

(1) Initidisation: the ability to transform relevant simulation data base data into the appropriate
format that can be used by the C2 application.
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(2) Reporting: the ability to extract relevant data from the simulation environment to provide status
or event updates. Typically thisform of mediation is achieved through messages that comply
with prescribed formats or through database to data base updates.

(3) Ordering: if the plans that are developed by the headquarters are sufficiently formalised in the
supporting C2 application, the potential exists to employ automated mediation to transfer these
plans into orders that can be executed by the simulation environment.

Currently, the mediation-ware that is used for most major CAXes employs the Joint Theater Level Simula-
tion asits principa data provider and consumer. In order to increase the flexibility and modularity of the me-
diation architecture, a model independent information exchange layer caled the Operational Environment
Simulation (OES) database has been defined. Through a number of clients, simulation data is entered into
and extracted from the OES database. The OES database encapsulates the JTLS model. Hence any environ-
ment capable of generating and consuming the data contained in the OES database could be employed to
support the current information flow. A formal report generator, a Maritime CCIS (MCCIS) mediator and a
set of Initial Combined Air Operations Centre (ICC) modules complete the mediation process.

The actual mediation-ware that is employed during an exercise is primarily dependent on the level of utilisa
tion of the C2 applications within the exercising headquarters

4.3 Response cell composition, training and tools

Response cells are a major cost driver for exercises. They also constitute a critical success factor. Hence the
challenge of the exercise planning team is aways to achieve the greatest cost-effectiveness by designing
cells that are affordable in size, that have the appropriate composition and that do not require an excessive
amount of time for training.

Several approaches can be considered with different merits and associated cost-effectiveness:

(1)  Full augmentation: cells are fully manned by augmentation personnel supported by one or two
simulation experts. This approach is usually applied for large exercises that are executed on a
24-hour basis with response cells operating from various distributed locations. In order to trans-
fer the knowledge that is necessary to operate the simulation environment effectively to the
large number of augmentation personnel a three-step approach has been applied successfully.
Thefirst step consists of a one-week familiarisation with the ssmulation. Formal briefings and
hands-on sessions are alternated followed by a mini-exercise. A scenario is used that is not
necessarily related to the exercise. The second step is atwo-week train-the-trainer session.
During the first week, response cell trainers are instructed in the detailed operation of the
simulation using the database that will be employed during the exercise. During the second
week, the focusis placed on how these trainers will convey their knowledge to the rest of the
augmentation personnel who will form the response cell during the exercise. The third step is
response cell training just prior to the exercise. As aresult of experience, this phase comprises
an operator training phase of three days, 1 day of operator mini-exercise and two-days of
complete response cell mini-exercise. The exercising headquarters do not participate in the
mini-exercises to avoid confusion and to be able to focus on response cell objectives rather than
staff goals.

During the last three years, the limited simulation environments that were instaled in
headquarters to support the validation of the exercise database have also been employed by
response cell trainers to train augmentation personnel from their headquarters. Cells that were
prepared in this manner displayed a considerably better performance than other cells.

(2) Mixed professional operators and augmentation: this approach combines professional operators
who manage and task entities with augmentation personnel who are able to retrieve relevant
data and who monitor progress in the ssmulation. It has been applied very successfully for
small-scale exercises where alimited number of operators are capable of managing the entities
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that are active in the simulation. Due to their background, training of professional operatorsis
not required. Augmentation personnel are principally instructed in dataretrieval tasks and
monitoring tasks environment. A three-day session prior to the exercise is employed to convey
this knowledge. The final preparation that precedes the exercise serves primarily to introduce
the operators to the exercise database and scenario and to perform a 1.5 day operator mini-
exercise. During this dedicated mini-exercise, the important phases of the expected exercise
flow are executed. Finally a one-day mini-exercise is executed with the compl ete response cell
including the planning and reporting element that does not need to interact directly with the
simulation environment.

It must be noted that the term response cell used above applies to all exercise control components including
directing staff and other forces cells.

Experiments have been conducted during exercises with automated tools capable of performing order ampli-
fication and information aggregation to investigate potential reduction in training time and complexity and to
study reductions in cell size. Due to the technical complexity of these tools and limited development re-
sources, work is continuing in this area and experimental results have not yet been conclusive. Powerful data
visualisation techniques, algorithmic approaches and artificial intelligence-based concepts are combined to
develop these capabilities.

5 CAX Conduct

51 CAX-C2mediation

NATO information flows make extensive use of formal reports formatted in accordance with published
specifications (Bi-SC reporting directives, AdatP3, local directives). The Formal report generator combines
data from the OES database with format definitions to create text files. Depending on the physical imple-
mentation of the link between JTLS and the HQ' s messaging system, reports can be emailed to selected sta-
tions or passed to a military message distribution system. If required, the message header can comply with
the ACP127 format, enabling distribution based on Subject Indicator Codes.

Report Generation can be triggered in three ways:
1. Periodic Reports. The report is automatically produced at specified simulation times.

2. Event based reports. The report is produced when a certain event happens in the simulation e.g.
the detection of an enemy unit

3. Requested reports. The production of areport can be triggered manually by entering its type and
originator at the report generator workstation.

It must be noted that only factual information can be drawn from the OES database and the simulation
model. Report fields that require human judgement or assessments cannot be produced. Response cell per-
sonnel need to add this data. Also, some factual information may not be available from the model such as
the primary and secondary task of a unit, its echelon, its OPCOM/OPCON status etc. The most effective use
is for response cell to edit the reports and add relevant data. If messages are automatically passed to the C2
systems, these missing data items will appear blank (or some default value) in the CCIS system’ s database.

The JTLS-MCCIS Mediation-ware is an example of an implementation where formatted messages produced
by the report generator are sent to and automatically processed by a CCIS system. OTH GOLD contact
reports are sent at regular intervals to MCCIS causing the Recognized Maritime Picture (RMP) to update its
set of simulated tracks automatically.
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In addition a utility exists which can convert a JTLS user line file into an OTH GOLD overlay message
(OVLY). Response cell created graphics can be passed to an exercising headquarters MCCIS as an overlay
to convey additional information.

ICC isanintegrated C3I environment that provides information management and decision support to NATO
Combined Air Operation Centers (CAOC). The ICC provides functional support for the most critical Air C2
functions at the CAOC level, such as Planning & Tasking, Air Task Order (ATO) and Mission monitoring.

The ICC — JTLS Mediation-ware provides the CAOC's the possibility to use their own C2 System during
JTLS exercises. The mediation-ware is bi-directional. Data is retrieved from ICC into JTLS (tasked mis-
sions). JTLS datais inserted and updated into |CC (e.g. mission reports).

The ICC — JTL S Mediation-ware contains 4 modules:

(1) ICC Initialize module: This module extracts relevant data from the JTLS scenario database and
trandlates it to the ICC database e.g. aircraft characteristics, air defense sites, radars and (enemy)
targets are stored in an | CC exercise database.

(20 ATO compiler: The CAOC'splanan ATO in ICC. Once released, the ATO compiler trandates
the ATO from the ICC format to JTL S orders. These orders flow into JTLS.

(3) ICC update module: Once acompiled ATO isread into JTLS, data can be sent back to ICC.
Mission flight information, reports and analysis as well as status of squadrons, airbases, air
defense and radar sites can be kept updated in ICC.

(4) ICCtrack Formatter: JTLS track datais transformed and sent to the | CC workstations enabling
aRecognized Air Picture (RAP) to be shown on ICC’'s ADAPI tool. A link exists between
tracks and mission data to enhance RAP monitoring.

Several methods can be distinguished to pass information from the OES database to a CCI S system:

(1) Direct database to database connection. In this method, an interface process copies data directly
from tables in the OES database to tables in the CCIS system’ s database. Thisis donein the
case of the ICC interface.

(2) Formatted messages, automatically parsed by the receiving CCIS system. Data from the OES
database is formatted according to specified rules and transmitted on a designated channel
(email, tare, direct connection) to the CCIS system whereit is automatically processed. The
MCCIS interface is an example of this method.

(3) Formatted messages, parsed by operator intervention at the receiving CCIS system. Similar to
the previous method but an operator has to take some actions to absorb the information in the
CCIS system.

(49) Formatted messages only.

In addition to a data base driven approach to mediation, NC3A and the US Defense Modelling and Simula-
tion Office (DM SO) have developed a mediation solution for JTLS, to communicate with ICC, MCCIS and
the report generator according to the specification of the High Level Architecture as shown above.

The mediation-ware has been refined over the last 4 years. It has allowed the size of air response cells to be
reduced and has greatly contributed to the refinement of headquarters way of using C2 applications by ena-
bling their utilisation on a scale and intensity that cannot be achieved through other means.

The impact of using direct interfaces between simulation and CCIS is the need to have greater validity. In-
deed, discrepancies between simulation and real world become almost immediately apparent to the training
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audience e.g. an automated maritime picture display is updated automatically and will show the disappear-
ance of a ship in an aimost real time manner. Hence it must have a valid explanation. With the growing for-
malism given to instructions between headquarters and subordinates in C2 systems, prototype interfaces have
been developed by NC3A that are capable of transferring these orders into the simulation environment with-
out manual intervention. Work in this complex areais on going.

52 CAX management

From an organisational perspective, a method has been developed and applied successfully that turns the
team that has prepared the exercise database into the CAX management cell for the exercise. Indeed these
persons combine a deep knowledge of the exercise objectives, of the courses of action and expectations of
operational planners, of the ssmulation model and of the simulation data that has been engineered to support
the achievement of the objectives. Co-located with the core of the directing staff they can monitor exercise
progress and advise on any immediate or other important exercise control decisions.

One of the tools that are regularly employed for exercise control co-ordination is Video Tele-Conferencing.
(VTC) Following aformalised cycle of meetings, typically two per day for 24-hour exercises, this method of
distributed meeting has proven to be effective. The main factors that contribute to its success are the high
degree of co-operation that the tool promotes through its increased information content compared to a tele-
phone conference and the need to confer in an organised and disciplined manner. The objective of the VTC
meetings is to address exercise control issues from an exercise operational and from a technical perspective.
The leaders of all the exercise control cells participate in the meetings and contribute their impressions. This
approach enables a strong team spirit to be achieved even though members are distributed over large dis-
tances.

For the management of more detailed questions that are raised by members of exercise control cells, a proce-
dure of electronic mail exchange with the CAX management cell has been developed. This approach isto be
recommended over other approaches because it enables the following essential CAX management aspects to
be addressed in a very efficient manner:

(1) When reporting a suspected issue or problem, cell operators have the ability to cut and paste
actual simulation datainto their message. The CAX management receives the detailed
information that it requires to investigate the reported problem and can respond with an equal
level detail. Compared to atelephone, note taking and third person input into a problem
management tool, this approach offers great advantages.

(2) Messages can be organised by sending cell and sub-organised into open and closed items. Most
modern messaging environments support the management of message flows using custom
folders. Furthermore timeliness of responses can be tracked and responses that may be of
interest to multiple cells can be propagated very easily.

(3 Thelevel of importance and criticality can be indicated in a message characteristic or subject
header enabling rapid selection and retrieval by members of the CAX management cell.

(4) Finally CAX management team members do not need to react in real time to incoming requests
in away that is regquired when problems are reported using telephones. This efficiency gainis
quite considerable.

Although having instituted an effective method to manage and act upon reports of suspected problems is
critical, CAX management can be greatly improved if problems can be anticipated, studied and remedied
before they become apparent to the exercise control cells. Obviously the overall objective is to ensure that
problems, either real or perceived, do not become apparent to the exercising headquarters. The most impor-
tant classes of reported problems are either related to parametric data or to events being considered as incon-
sistent with exercise objectives or as an unfair usage of simulation features. In order to address this problem
domain, NC3A has developed and experimented with a set of tools that monitor simulation events and pro-



6-15

vide aggregate views of the state of the simulated world. Concerning the monitoring of critical events, exer-
cise experimentation has shown that perceived problem issues are often related to two areas:

(1) Highlevelsof attrition over avery short period of time: important |osses to army formations
over short periods of time can impact the execution of the course of action selected either by the
exercising headquarters or by the exercise control cells responsible for other forces than those
managed by the exercising headquarters. The CAX management cell has been equipped with a
number of viewsthat depict losses over time and sort them by most important victim over a
selected time frame. These tools have enabled the CAX management cell to become aware of
the impact of losses more rapidly than the cells that are actually managing the forces.

(2) Attrition to high value assets:. typicaly in the airforce and maritime areas, assets which are
considered and perceived to be highly unlikely to be the subject of attrition by exercise control
personnel are monitored by class. Attrition is flagged instantly and associated causal datais
assembled in a processed form.

Combined with an ability to analyse the reasons for the attrition, an assessment of the causes can be made
rapidly. Potential courses of action can be evaluated and acted upon before the problem is actually raised by
the cell that is managing the affected forces. The ability to anticipate problems and to provide detailed de-
scriptions of the causes of events, contributes greatly to the stability of the exercise environment.

It should be noted that the close integration between simulation and C2 systems increases the need for close
monitoring of events and for the availability of a capability to trace the causes of specific events, even more.

From an aggregate exercise management perspective, a very important step in managing a CAX effectively
is the definition of a scenario flow reference. This reference data is built up and validated during the Startex
validation session. An expected flow in time and space for the exercise is developed as a result of the ses-
sion. The flow in time and space is expressed using a set of aggregate measures, which are collected during
the exercises. The comparison of intended and actua exercise flow enables the CAX management cell to
assess exercise progress from a macro perspective and greatly reduces the tendency to react to individual
events. Indeed the intensity of exercises, during which many events that would normally take place over
longer periods of time are concentrated and during which carefully laid plans are sometimes gravely
disturbed, can lead to a tendency to react very negatively to adverse events. The ability to maintain and
visualise the “big picture” isthe most effective tool to counter such situations.

5.3 Observation and analysis

Currently observation and analysis from a CAX perspective is primarily focused on the simulation environ-
ment. Co-ordinated and combined observation of simulation and operational environment has not yet been
addressed although the need to do so is recognised. The tools that are discussed in the previous section and
that are very effective for real-time CAX management are currently also the main tools that are employed for
after-action analysis.

6 Future Needs

The experience that has been gained through exercises and experiments over the last ten yearsin the field of
CAXes that focus on the operational level of decision making has been discussed in the previous sections.
Great methodological and technical progress has been made. However requirements continue to evolve and
expand. At the same time, the pressure to use available personnel and financial resources in an ever more
efficient manner continues to increase. Together they pose considerable chalenges to the developers and
operators of simulation environments. This section will discuss some of the technological avenues that might
be considered to meet these challenges.
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6.1 Simulation composability

Over the last ten years, aggregate simulation interoperability as well as entity level simulator interoperability
have developed considerably and have been used for operational exercise support purposes. Many of the
problems associated with the utilisation of networks of simulations and simulators are understood. Interop-
erability protocols for these two domains have been merged in the specification for the High Level Archi-
tecture (HLA). Recent experience shows a trend in combining simulations to meet specific exercise require-
ments rather than expanding individual ssimulations. A mgjor factor in this trend is the need to combine dif-
ferent levels of detail. As aggregate simulations would need to be modified considerably to provide the re-
quired level of detail in some areas and detailed entity-level simulations cannot manage the size and humber
of entities required for an aggregate scenario, the temporary combination of the simulations appears the most
cost-effective solution. For more elaborate confederations in which many different simulations participate,
issues of data base preparation, response cell training and exercise management need to be studied further.
Concerning the area of preparation, validation of datathat is used across simulations and validation of effects
of systems needs to be addressed carefully. From a response cell preparation perspective, the training of
augmentation personnel needs to be investigated particularly in the case that operators may be interacting
with multiple simulations. Finally managing afederation of simulations in a manner that was discussed in the
previous section needs to be studied. Indeed it is highly likely that data that is exchanged between simula-
tions will not provide sufficient data to support the exercise control process as discussed in the previous sec-
tion.

Anticipating meaningful combinations of levels of detail and identifying associated sets of simulations can
greatly contribute to the ability to meet exercise requirements within the 12 to 18 month planning cycle of an
exercise. Indeed attempting to reduce the amount of time required by the proven technical process of inter-
operability development and testing to fit within an exercise planning cycle, should not be advocated. The
increased technical risk and likely problems and failure during exercises can only detract form utilising this
very cost-effective approach.

Further combining interoperable simulations with C2 mediation and intelligent agents capable of reducing
exercise control cell personnel requirements appear to be effective avenues.

One of the key factors of success for this type of approach is the commitment of sufficient resources to the
management aspect of federations of simulations, C2 mediation and intelligent agents. Indeed the manage-
ment of interoperability agreements, the certification and testing of federations and the management of their
employment needs to be properly resourced in order to provide longer term benefits.

6.2 Advanced Distributed L earning

As discussed in section 4.3 training of exercise control cell personnel is a critical aspect for the success of
any computer-assisted exercise. The regular turnover of military personnel requires a continuous approach to
training. As pointed out in section 2, this training must start with exercise planners. In view of the distributed
nature of the training and the availability of reliable digital communications between headquarters, the ex-
panded usage of computer-based training tools and distributed interactive capabilities needs to be explored
and leveraged. Efficiency gains due to reduced travel time regquirements and effectiveness improvements as-
sociated with more extensive and verifiable training opportunities are the likely benefits.

The same technol ogies can be applied for augmentation personnel training although the ability to communi-
cate with them may be reduced. Indeed augmentation personnel may not necessarily be reachable through
secure digital communications networks. Training across public networks should be considered and investi-
gated.

6.3 Observation data collection and inter pretation

Finally an area that remains to be developed considerably is the structured analysis of performance of collec-
tive training during CAXes. The process of deriving data collection requirements from exercise objectives
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and aggregating group behaviour into representative measures of performance that can support the assess-
ment of a headquarters ability to conduct certain missions needs to be improved and facilitated significantly.
In particular it is considered essential that data collection and correlation inside the combined simulation and
C2 environments be implemented to achieve this objective. The environments need to be instrumented in
such a manner that meta-data can be collected and can be related to each other thus enabling events and
problem situations to be monitored from their inception to their resolution.

The provision of an objective methodology and supporting tools to perform effective collective performance
measurement is necessary to support the development of training doctrines and standards for NATO head-
guarters and partner nations.
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Consider other force(s) requirements
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— i Aspects of Mediation
3

Providing direct feeds from CAX into CCIS
Replicating sensors either raw or fused
Air track data
Maritime track data
Updating CCIS data bases directly

Extracting order data from CCIS
Structured plan can be extracted and processed to help RC
In Implementation of plan

Recelving messages from CCIS
PTA sends messages to RCs representing subordinates
set up proper routing and distribution in RC
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Form CAX-CCIS architecture group
All HQs represented
All CCIS technical support and configuration management
authorities represented

NC3A for CAX and mediation dimension
Define mediation-ware expectation and requirements
Develop, amend and test

CAX mediation-ware

Combined usage of JTLS-Mediation-Ware-CCIS
Intended architecture during exercise including security
aspects

Set up mini-version e.g. at NC3A or at support site
Manage software versions
Ensure training of staff in CCIS tools

gmm CAX-CCIS Architecture Group
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EXERCISE CONIROL ORGANISATION

DISTAEE

WHITE CELLS
RESPONSE CELLS
OPEGOR

ROLE OF EXERCISE CONTROL ELEMENTS
MAKE THE EXERCISE WORK TO ACHIEVE OBIECTIVES
MANAGE EXERCISE PROBLEMS WITHOUIF INVOLVING TRAINING

AUDIENCE

BENEEIT TOTEXERCISE CONTROL ELEMENTS
EXPERIENCE IN CAX PLANNING AND EXECUNION
NO OPERATIONAL/TACTICAL TRAINING BENEEIT INTIENDED
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e moegde!
Uses the data that H@s have speciiied; verifiedfand validated

[Deesnit act by Itself;
— EXecutesitne ardersitnat it receives
— [fithe erders are syntactically’correct; they are assumed (o be ‘geedanad
make tactical sense

EXecutes the arders that are given by the eppesing|ferces alse
Moyves, ferward i time

— Mohile units and/targets change poesition and strengtn
— Tihe clock stops forne-ene

Provides;only a perceivediview af the situation based oniavailable
intelligence efforts and assets
Needs (e e consistent With scripted exercise events
|s;contralled by the CAX Management Cell
Simulation: Moedel + Data + Interfaces; + Response Cells + Opfor; +

Exercise Control Stafit + CAX Management Cell
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@5 =~ Managing the moedel and/data as Distaff (1)

CAX management cell i Distaff
ACGIS as adVviser ta)exercise controlidirector.
Compesed ofi primarny; participants, DMiIFrmembers; & CAX specialists

lihe preblem management precess
Perceived problems are discussed in REs; ar other: cells;with eperators
IfFselution cannoet be found, e-mail using template ta) CAX
management cell threugh JNLS woerkstation
CAX management cell consults with' Distalfidesks and/ diagneses
preblem andidevelops most appropriate selution
solution tested mdependently te ensure model stability
CAXimanagement cell implements solution and/e-mails; cenfirmation

o preblem reporting| cell
[D0Net report perceived preblem to traiming audience
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== Managing the model and data as Distafii (2)
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Anticipating preklems

Puring Startex-validation Session; EXpected exercise flow decumented
— marntime mteractions; anticipated i time and space
— air-attrition  estimated
— greundiferceratio)estimated mtime and/space
— With respectio)phase: oficampalgn| selected o the exercise
1100ls (o) track-aggregate: state of the exercise e.q. force ratios; i time
andispace
1ie0ls te) track criticalfevents
— |arge attrition in short peried of time
— |oss of high value assets
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= v Ao RESPONSE CELL
@33 WHAT IS T AND WHAT SHOULD I'F DO 2
Represent allfunits suberdinated te the Training Audience and
itSs Co-eperatingl Components er Natiens Who Interact with the

training audience and Who act In the: simulation
Represent the highest headguarters that receives guidance from,the
training audience and! reports te them
Represent the brigade, battalion, cempany o squadi that Is actively
conducting operations in the simulation and reporting te the cell

Represent the vanous stafii elements and the commanding
officers of the units that interact directly, with the training
audience
Part of the Exercise Contrel Organisation
Viajor activities

Command and contrel at multiple levels

Report at the highest suboerdinate level
Co-erdinate major actions and reports with Exercise Contrel Cell
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= v Ao RESPONSE CELL
§Q:3 WHAT IS ITF ANDWHAT SHOULD! T DO 2
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Implement Guidance andReport In a Doctinally Conrect
Vianner

Command:

— Translate Orders frem the Training Audience Intera sequence of plans
andia corresponding set ofi JTLS Ornders. Implement doctrinal delays
related tel C2 cycle

— Input JTLS orders for execution

Control:
— Keep track of orders
— Track feedback from units: pregress, aitrition, speed, results ofi actions
— Monitor execution of plans and respond to deviations within your
command respoensibilities
— Co-ordinate with ether response cells for supporting activities
Reporting:
— Report significant events inia timely manner, build in delays
— Report status and intelligence as speciiied by reporting procedures or
on reguest. Implement doctrinal delays related to reporting| cycle.
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= v Ao RESPONSE CELL
g}gg WHAT IS ITF ANDWHAT SHOULD! T DO 2

Co-ordinate with Exercise Contrel Cell

Participate inrdaily: Distaiiff meetings:

— rief guidance received fliom training| avudience
— prief plans and status

— co-ordinate additienal injects reguired by exercise control
\When unexpected events eccur, check with CAX
Management before reperting them to the traming audience
When unexpected requests, for information are received from
the training audience, check withr CAX Management lhefore
repoerting them;te the training audience
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Eor small cencentrated exercises
Professionall operators: available i limited numbers
Possibly augmented by limited number of augmentees for data
retrieval
No or limited training requirement, only introduction te
exercise setting and expected scenario
\ery effective but not cheap

EFor large distributed CAXes:
Combination of profiessionals acting as cell coordinators and
augmentation

Considerable training requirement:
— two phases: Train-The-Trainer and pre-exercise training
— possible use of local JTLS installation
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IHoW: de We: prepare te evolve CAXes?
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@jg Multi-Nationall CAX Model Intereperability

Assumptions
that national medels previde the best representation of a nation’s ferces
and of thelr concept offemployment
that in the medium term, It IS more cost-effective to re-use various
existing simulation models and adapt them te interoperate than te
develop one or several new simulation models to meet the exercising
requirements

Research guestion
IS It mere cost-effective te use interoperating national models than a
single adapted existing simulation model to simulate the deployment and
employment of multi-national fermations (air, land and maritime) in a pre-
conflict and conflict scenario ?
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This slide has been deliberately left blank

Diapositive intentionnellement blanche

6-38



_'}N__;\ T O ‘DIMUNDS 2000’ Federation

R o —

S
Federation Management: HLA-RTI —=

NC3A —TNO - DMSO
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@:3 Notes for Slide 38

A pictorial representation of the DIMUNDS 2000 federation is shown
above.

Ground forces will be represented by two (separate) instances of
KIBOWI. Having two instances of the STRADIVARIUS model is also
under consideration.

NATO C3 Agency acts as the Federation Manager for the DIMUNDS
2000 project, supported by additional staff from The Netherlands
Organization for Applied Scientific Research (TNO) and Virtual
Technology Corporation (VTC). The DIMUNDS 2000 federation
management effort is jointly funded by NC3A and DMSO.
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gﬁé General Conclusions
(54

Development relatively: chieap

Relative to investment in various simulations being combined and
cost of Included the functionality of one or more into another

Considerable coordination and management everhead
Develop and decument Intereperability agreements
Layout and verify development steps
Organise and analyse tests

Conformance testing essential
Tlests need to be developed by central authority:
requires verification by central authority:

Multi-National effort reguires full and sustained commitment
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gﬁé’ Future Needs
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Simulation composanility
Combine simulation strengths and specific characterstics 1o
achieve more
JIILS, HLA'and/existing Federation @bject Models
Includeinteroperability with: €2 applications

Distributed Learning for exerncise contrel augmentation training

VIethegelegIes 1oy measure exercise benefit
Individual learning measurement understood
@rganisation learning measurement less well defined
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This slide has been deliberately left blank

Diapositive intentionnellement blanche
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